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Abstract

Wireless Sensor Networks (WSNs) emerge as underlying infrastructures for new classes-sfalarge
networked embedded systems. HoweV¢BNs system designers must fulfill the Qualitgervice (QoS)
requirements imposed by the applications (and users). Very harsh and dynamic physical environments and
extremely limited energy/computing/memory/communication node resources are majoreskfstashtisfying

QoS metrics such asliability, timelinessand system lifetime. The limited communication range of WSN nodes,
link asymmetry and the characteristics of the physical environment lead to a major source of QoS degradation in
WSNsit he dfemi dhode pr obl e mo .-badedh Mediun Acdess Lontrot (MAQ) protdcdlso n
whentwo nodes that are not visible to each other transmit to a third node that is visible to the formers, there will
be a collisioni called hiddeanode or blind colli®n. This problem greatly impacts network throughput, energy
efficiency and message transfer delays, and the problem dramatically increases with the number of nodes. This
paper proposes HNAMe, a very simple yet extremely efficient Hidtede Avoidance Mianism for WSNs.
H-NAMe relies on a grouping strategy that splits each cluster of a WSN into disjoint groupshidicem nodes

that scales to multiple clusters via a cluster grouping strategy that guarantees no interference between
overlapping clustersimportantly, H-NAMe is instantiatedin IEEE 802.15.4/ZigBee, whiaturrently are the

most widespread communicati@echnologies for WS\ with only minor adebns and ensuring backward
compatibility with thé& protocols standards. FNAMe was implemented ah exhaustively testedsing an
experimentaltesh ed basetdlesthel ioft echnol ogy, showing that i
transmission success probability up to twice the values obtained withbi&Nte. HNAMe effectivenessas

also demortsatedin a target tracking application with mobile robots over a WSN deployment.



1. Introduction

1.1. Research context
Industrial applications such as factory automation, process control, quality control or smart energy can
greatly benefit from or even inoge the use of wireless/mobile communication capabilities. Due to the
growing tendency for continuously monitoring/controlliegerything, everywhergomputing systems
tend to beubiquitous,largely distributed and tightly embedded in their physical emarentg1]. To
be costeffective, these systems must be mainly composed of tiny rescomsérained embedded
devices with wireless communication capabilities, forming Wireless Sensor/Actuator Networks,
usually simply referred as Wireless Sensor Netw@MSNs)

WSN applications can be of many different types andro@osedifferent Quality-of-Service (QoS)
requirement$2], e.g.anair qualitymonitoring application gathirg air parameters measuremehts
less stringentiming requirements than eobile robot navigatiorapplication. However, all WSN
applications benefit from higher network throughput, lower message delay and longer system lifetime.

The provision of QoS in WSNs is very challenging due to two main problems, thigtine
usually severdimitations of WSN nodes, such as the ones related to their energy, computational and
communication capabilities, in addition to the lasgpale nature of WSN$2) most QoS propertiese
interdependent, in a way thabproving one of them maylegradeothers e.g. increasing throughput
(by increasing WSN nodes dutycle or increasing bit rate) willecrease system lifetinog providing
time-bounded (reatime) communications may imply worsise resource reservation, leading to lower
network throughput ahlifetime. Thesenegativefacts force system designers to try to achieve the best
tradeoffs between QoS metricén this paper a mechanism that enalsléo improve several QoS

properties of a WSN system at the same isrroposedas it will be preseet hereafter

1.2. Problem statement

Most WSNs rely orcontentionbased Medium Access Control (MAC) protocols such as the CSMA
(Carrier Sense Multiple Access) familyfhe problemwith this type of MACs isthat network
performance degrades drastically witie number of nodes and with the traffic load, due to the
increasing number of message collisions. This performance degradation is even more acutieedue to
impact of the hiddemode problem, which is caused by hidderde collisionsA hiddernode (or
Abi ndo) col | i s iwreessoodes(elg.nodesvthaedB, ih kigo 1) thaannot heaeach
other (due to limited transmission rangsymmetric linkspresence of obstacles, etc.), communicate

with a commonly visible nod@ghe node between A ag] in Fig. 1)during a given time interval.
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Figure 1: A hidden-node collision

Hiddennode collisions affectour QoS metrics:

1. Throughput which denotes the amount of traffic successfully received by a destination node and

thatdecreases due to additiomdihd collisions

2. Transfer delay which represents the time dtiom from the genmtion of a mesgge until its
correct reception by the destination node, armleasesiue tomessageetransmissionsiue to

collisions
3. Energyefficiencythat decreasssince each collision causes a new retransmission.
4. Reliability, since applicatiommay abort message transmission after a numh@trainsmissios

Fig. 2 presents aillustrative exampleof the negative impact of éhhiddernode problembased on
our OPNET 8] simulation model 4] for the IEEE802.15.4 protoco[5]. The simulation scenario
encompasses l&@EE 802.15.4star network spanningver a square surface (100100 nf) with 100
nodesand where traffic generationfollowed a Poisson distribution. The throughperformanceis
shown for different transmissiorangesobtainedby settingdifferent receiver sensitivityevelsat the
nodes Throughput degradation results frdrigherhidderrnode collision probabilityvhendecreasing
the transmission range.

In the literature, several mechanisnmgit{ined in Secton 2) have been proposed to mitigate the
impact of the hiddemode problem in wireless networks. However, to our best knowledge, no effective
solutionto this problemwas proposed so far for WSNa this context, ltis paper proposes an efficient
solutionto the hiddemode problem in synchronized clusteased WSNs. Our approach is called H
NAMe and is based on a grouping strategy that splits each cluster of a WSN into disjoint groups of
non-hidden nodeslt then scales to multiple clusters via a clusteuging strategy that guarantees no

transmission interferendeetween overlapping clusters.
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Figure 2: Hidden-node impact on network throughput

Importantly,neitherlEEE 802.15.45] nor ZigBee[28], two of the most prominent oanunication
technologies for WSNs available tod#®y, supporta hiddernode avoidance mechanisithisleads to
a significant QoS degradatipas alreadyreferred and can be intuitivelpferred fromFig. 2. In this
line, HNAMe was applied tahe IEEE 802.15.ZigBee protocols, requiring only minor adshs and
ensuringbackward compatibilityWe devised a@estbedbased orCommercialOff-The-Shelf (COTS)
technologiesand performedan extensive sebf expeiments that enabled to provéhat H-NAMe
significantly increasesQoS. Notably, network throughput and transmission success probaloiity
reach 100% increase against the native IEEE 802.15.4 protocbhe integration of the HNAMe
mechanism in IEEE 8025.4/ZigBeemaythusberelevantfor leveraging the use of these protocols in
WSNsfor applications with more stringent QoS requiremesiieh as in industrial environments

1.3. Contributions

The fundamental problem of hiddeondes has been addresbén some previous works and several
techniques have been proposed to overcome it, as prese@ection 2 Our objectivan this papeis
not to find a new theoretical solution to the hideseme problem. The main objectiv®to devise a
mechanism thatises an existing paradignthat isthe grouping paradignm a way that (1) iresolves
the hiddemode problem in IEEE 802.15.4/ZigBéke multiple-cluster networks, (2)t can be
implemented and integrated into the IEEE 802.15.4/ZigBee standat@tpl stack, (3)t maintains
backward compatibility with thee protocolstandard, i.e. a fully transpareninteroperability between

devices that do not implementfAME and devices that do.



To the best of our knowledge, our paper is the first workdabdtesses these challenges and provides
an effective solution to all of them. Waelso provethe validity of our protocol through extensive

experimentation.

The main contributions of this paper are:

1. We propose HNAMe, a simple and efficient mechanism fahsng the hiddemode problemn
synchronizedsingle ormultiple clusterWSNsbased on the node grouping approéséction 3).
We show thatH-NAMe is very easy to implementin contrast to the groupinghnechanism
proposedn [28].

2. We show how to incorporate-NAMe in the IEEE 80215.4/ZigBee protocok with minor add
onsandensumg backward compatibility with thdefaultspecificatiors (Section 4)

3. We evaluate the performance of tifeNAMe mechanism ttough an experimental telsed
showing significanQoS improvements (Section.5)

4. We assess the impact of the hiddewde problem in a target tracking application (Section 6) and

demonstrate the effectiveness of thiNBIMe mechanism.

2. Related Work

The hidaen-node problems knownto be a seriousource of performance degradationwireless
communicationnetworks.In [7, 8], the authors derived mathematical analysis based on queuing
theoryandquantified the impact of the hidderdeproblemon the perfamance ofsmallscalelinear
wireless networksMany research works havaddressedsolutions for eliminating or reducinthe
impact of thehiddernode problem in wireless networksoughly categorized as(l) busy tone
mechanisms; (2) Requebb-Send/CleaiTo-Send (RTS/CTS) mechanisms; (3) carsense tuning
mechanisms{4) interferencecancellationmechanismsand §) node grouping mechanismBhese are

briefly described next.

2.1. Busy tone mechanism

In this approach, a node that is currently hearingpagoing transmission sends a busy ttméts
neighborgon a narrow bandadio channe) for preventing them from transmitting during chanusé
This mechanism was early introduced[8], providing a solutioncalled theBusy Tone Multiple
Access(BTMA), for a star network with a base stati@ullisions areavoided by inhibiting all nodes
within a R radius R is the range of the transmitted signadm the source node (SN), with an out of
band toneAn extension of this mechanism for a distributeggio-peer networkvasproposed if10]

known as Receivenitiated Busy Tone Multiple Access ((B8TMA) and in[11] as Dual Busy Tone



Multiple Access (DBTMA). RI-BTMA, though initially proposed aa modificationto BTMA to
improve efficiency, was probably the first prototolusethe fact that the destination node (DN}he
only node that camdentify if a collision is occurringdr no). An improvement to this mechanism was
proposed in [2] i Wireless Collision Detect (WCD), also based asiadted operation mod&ecently,
asynchronouwvirelesscollision detection with acknowledgement (AWCD/ACKas proposed in .

The limitation of thiskind of mechanism is the need of a separatadio channel, leading to
additional hardwarecomplexity and cost and eventually to additional energy consumption (more

hardware must be powered)us reducing the cosffectivenessand energyefficiencyof WSNs.

2.2. RequestTo-Send/ClearTo-Send (RTS/CTS) mechanisms

The idea of making sadio channel reservation around the sender and the receiver through a-control

signal handshake mechanism was first proposgtldhi SRMA (Splitchannel Reservation Multiple

Accesy The RequesiTo-Send/CleaTo-Send RTS/CTS approachbuilds on thisconcept and was

introduced in the MACA protocdll5]. The channel reservati is initiated by the sender, which sends

an RTS frame and waits for a CTS frame from the destination, before starting the effective

transmission. Several refinements were proposediiding MACAW [16], the IEEE 802.1 (DCF)

[17] and FAMA[18]. Recently, the Double Sense Multiple Access (DSMA) mechanism was proposed

in [19], joining the busy tone approach with the RTS/CTS mechanisimg two timeslotted channels.
RTS/CTSbased methods aparticularlyunsuitable for WSNgas stated ifi20]), mainly due tothe

following reasons(1) data frames in WSNs are typically as small as RTS/CTS frames, leading to the

same collision probability(2) the RTS/CTSnessagexchanges arenergyconsuming for both sender

and receiver(3) the use of RTS/CS is only limited to unicast transmissions and does not extend to

broadcastsand (4)it maylead toextrathroughput degradation due to #veposeehodeproblem[15].

2.3. Carrier-sense tuning mechanisms

The idea consists in tuning the receiver sensitivity threshold of the transceiver, which represents the
minimum enery level that indicates channel activity, to hamendedadiocoverage. Higher receiver
sersitivities enable a node to detect the transmissions of dathsr awaythusallowingit to defer its
transmission(to avoid overlapping Many works analyzedthe impact of carrier sensing on system
performanceThis techniquavasanalyzed inf21] to study the effects of carrier sensing range on the
performance of the IEEE 802.11 MAC protocol. A similar studgconducted irf22]. More recently,

in [23] the authorscaried out a thoroughstudyto find an optimal carrier sensing #shold given

multiple network topologiesFinally, in [24], the authorsproposéd two distributedadaptive power



control algorithms thaaim at minimizingmutual interferences among ks, while avoiding hidden
nodes and ensuring a good tradeoff betwestwork capacity and fairness.

One of thelimitations of carrier sense tuninghechanismgs that it assumes homogenous radio
channesd, whereas in reality, hiddemode situations can arise from obstacles and asymmetrig links
which may be typical for mos8/SN applications, particularly in industrial environmemtsportantly,
increasing receiver sensitivity directly leads to more energy consumption, which might not be
acceptable for most WSN applications. Even in situations where energy consumption rbayanot
major concern it is not possible toindefinitely increase the carrier sense range due to

hardwargphysical limitations.

2 4. Interference Cancellation

The idea ofinterferencecancellationis related to information theory and consist decoding
collisions. Several previous works have investigated the use of interfereamoeellationin IEEE
802.11 network$25], [26], and[27]. In [25] and[26], the authors have built a ZigBee prototype of
successive interference cancellation, whicbnly effectivewhen the colliding senders transmit diia
rate significantlylower than allowed by their respective SNRs and code redundangg27], the
authors haveovercome this problem angroposed ZigZag, anechanism implemented at an IEEE
802.11 receivethat increasesesilience tchidden-nodecollisions. The advantage of this mechanism is
that it does not impose significant changeshe IEEE 802.1protocol and is backward compatible
with the standard The mainidea is based odecodinginterferenceree chunks of packets assuming
tha two consecutive collisions have two different time offsktere specifically,the objective of the
decoding algorithm is to find a collision free chunk, whishused tostart the decoding process and
extract the information from subsequent collidednitsuThe process is iterative and at each stage it
produces a new interferentree chunk, decodable using standard decoders.

2.5Node grouping mechanisms

Node groupingconsists in grouping nodes according to their hiddede relationshipsuch that each

group contains nodes that d&iev i si bl ed ( bi di roeeach otleen a@hen, thesengnoaps t i v
are scheduled to communicate in rmrerlapping time periods to avoid hiddeadecollisions Such a
grouping strategy is particularly suitable for gbased topologies with one base statibm.that
direction, a grouping strategy was introduced [28] to solve the hiddenode problem in IEEE
802.15.4zZigBeestarnetworks formed bythe ZigBee Coordiatori ZC i and several nodasithin its

radio coveragg In [28], the grouping strateggssunes that the ZC can distinguish diddennode

collision from a normal collision based on the time when thliston occurs Thus when theZC



detectsa hiddennode collisionjt starts the hiddenode information collection processy triggering a
polling mechanismAt the end of the polling process, all nodes report their hishele information to
the ZC, whch executs a group assignment algorithm based on the hisgdele relationship reported
by the nodes. The algorithrmshown to have a complexity &f(N2), whereN is the number of nodes
After assigning each node to a group, i@ allocates to each grpla certain timeavindow insidethe
superframe(slotted CSMA/CAIis used. The grouping process is then repeated each tim&@he
detectsa hiddennode collision.

Our paperproposs an efficient, practical and scalabl@pproachfor synchronizedcluste-based
WSNsi H-NAMe. Importantly, weshow how to integrate our approachtire IEEE 802.15.#igBee
protocok with only minor adedonsandfully respectingoackward compatibilityOur work differs from
[28] in many aspectirst, H-NAMe requiresno hiddernode detection sinaé relies ona proactive
approach(grouping strategyis nodeinitiated) rather than aeactive approach to the hiddemode
problem. Second, the complexity of the group join pseaeas drasticallyreducel, to O(N). The
grouping process if28] is based on polling all the nodes in the coveragéfeach time a hidden
node collision occutsresulting ina group assignment compgity of O(N?) in each grouping process
whereN is the number of node3his results insignificant network inaccessibility time and energy
consumptionduring the polling processn our approach, for each group assignmemtly the
requesting node andsinheighbors will be subject to tigeoup joinprocedure and not atlusternodes
resulting in asimpler, moreenergyefficient and scalabl¢~O(N)) mechanismespecially appealing for
more densely deployed clustehird, it is shownhow H-NAMe can sca to multiple clusteMVSNs
Finally, the feasibility of our propos@ demonstratethrough a experimentatestbed whereas the
one in[28] reliesonly on simulation. This iselevant, becausee believe an eventual implementation
of [28] would not be straightforwardsinceit requires a mechanism for detectingd interpreting
collisions which might bevery difficult to achieve, andmplies a nornegligible change to thiEEE
802.15.4 Physical Layer

3. The H-NAMe mechanism

3.1.Systemmodel

A multiple clusterwirelessnetworkwherein each clustethere is at least one node withdirectional
radio connectivity with all the othecluger nodes(Fig. 3) is consideredThis nodeis denotedas
ClusterHead (CH). At least the CH must support routing capabilities, for guaranteeing total
interconnectivity between cluster nodes.



Figure 3: Network model

Nodes are assned to contend for medium access during a Contention Access Period (CAP), using a
contentionbased MAC (e.g. CSMA family) A synchronization servicanust exist to assure
synchronization services to all network nodsgtherin acentralized (e.g. GPS, Rfilse) or distributed
fashion (e.glEEE 802.11TSF, ZigBeg. We also assume that there is interconnectivity between all
network clusters (e.g. mesh teelike topology). Note that although our current aim is to use the
H-NAMe mechanism in the IEEE 80&M4/ZigBee protocols,the system modeis genericenoughto
enabldts application to other wireless communication protocols (e.g. IEEE 802.11).

In what follows, westart byproposng the HNAMe intra-cluster node grouping strateg$ection

3.2)andthen in Section 3.3 astrategyto ensure the scalability to mydte clustemetworks

3.2.Intra -cluster grouping

Initially, all nodesin eachcluster share the san@AP, thus are prone tbiddernnode collisionsThe H-
NAMe mechanismsubdivides each clustento node groups (wherall nodeshave bi-directional
connectivity) andassignsa different time windowto eachgroup during the CAP. The set of time
windows assigned to noder o urpnsndissions is defined as Group Access Period (G&R)must

be smalkkr or equal to the CARN this way,nodesbelonging to groups can transmiithout therisk of
causinghiddennode collisions.The H-NAMe intra-cluster grouping strategy comprises four steps,
presentedhereafterandillustratedin Figs. 4 and 5 We startby assuminghat there iso interference

with adjacentlusters sincethatmight alsoinstigate hiddemode collisions.
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Step 1- Group Join Request

Let us consider a nodh; that wants to avoid hiddemode collisions.Node N; sends aGroup

join.requestmessage to itslusterheadCH, usinga specific broadcast address referred t@rasip



management attess @gv in the destination address field. @ is defined as arintra-cluster
broadcast addresswhich must be acknowledgedy the clusterhead (in contrast to theypical
broadcast addresspbviously, the acknowledgmemessaggACK) will be received byall cluster
nodes since the clusteneadis assumed to hav®-directional links with all of them

Such an acknowledged broadcastnsmissionensures that the broadcedimessage is correctly
received by all the neighbors of the broadcasting r{cel=aling that no intercluster interferences
assumej In fact, if any collision occurs inside the cluster during the transmission of the broadcast
message, then thelusterhead CH will certainly be affected by this collision since it is in direct
visibility with all nodes in its cluster. If no collision occurs, then the broadcast message will be
correctly received by all nodes and acknowledgethbylusterhead

Hence, since th&roup-join.requestmessage is sent usitige group management addre@gv, CH
sends back an ACK frame k& notifying it of the correct reception of the group join request.

On the other side, altluster nodes in the transmission range Nf (thus received theGroup-
join.requestmessageandthat already belong to a grougheck f they haveN; already registered as a
neighbor node in theNeighborTable We assume that tHgeighborTable iscreatedand updated by
each node duringetwork setup and runtime phasesThe Neighbor Table stoseghe addresses of
neighbor nodes and thmk symmetry informationwhich specifies if the link with @orresponding
neighbor is bidirectional or natlf a nodehears th&roup-join.requesimessaganddoes not belong to
any group(it is transmitting in the CAP, thus not in the GABhenit simply ignores the messagen
the other handif a nodeN,; is already in a group and heahe join messagethen itrecord the
informationaboutN; in its NeighborTablg if it is not registereget, andwill update the linlsymmety
with directionN;Y N;.

Step Status At the end of this step, eadlde in the transmission rangeMyfknows that nod&\; is
asking for joining a group and registers the neighborhood informatidi dhis only ensures a link

direction fromN,; to this set of nodes. Thenk symmety verification is the purpose of the next step.

Step 2- Neighbor Notification

After receiving the ACK frame of itsGroupjoin.request message,node N; triggers the
aGroupRequestTimetimer, during which it waits for neighbor notification messagfrom its
neighbors that heard its request to join a group thatlalready belong to a groughoosing the
optimal duration of this timer is out of the scope of this papetrit mustbe large enough to permit all

neighbors to send their notification.



During that time period, all nodéisat have hearthe joinrequest andhatalready belong to a group
must initiate aNeighbor.notifymessage to inform nod¢ that they have heard its request. One option
is that a node\; directly sends théNeighbor.notly message to nodi; with an acknowledgement
request. The drawback of trafternativeis that nodé\; cannot know wheits Neighbor.notifynessage
fails to reachN; (i.e. ACK frame not receivell whetherthe lost message islue a collision oto the
nonvisibility of Ni. No clear decision can be taken in that case. A better alternative is thaljnode
sends theNeighbor.notifymessage using the group management address i@ the destination
address field. As previousiyentioned the correct reception dhe Neighbor.notifymessage by the
clusterheadCH followed by an ACK frame means that this message is not corrupted by any collision
and is correctly received bagll nodes in the transmission range Nyf Particularly node N; will
correctlyreceive theneighbornotification messag# it is reachable from nodbdjj; otherwise, the link
betweenN; andN; is unidirectional(directionN;Y N;). If N; receives théNeighbor.notifymessage from
N;, then it updates & Neighbor Table by adding as a new enting irformation onN; with Link
Symmetnset to bidirectional iz N;), if this informationhasnot beenrecordedyet If N; has already
been registered as a neighbor nddamust be sure to set tlhénk Symmetrpropertyto bi-directional.
This procedure isxecuted byall nodes responding to tl@&roup-join.requestmessage during the timer
periodaGroupRequestTimer

Step Status At the end of this step, the requestimgde N; will have the information on all bi
directional neighbors that have already beergassi to groups. Sindg does not know thaumberof
nodes in each group, it cannot decaene which groupit will join. The group assignment is the

purpose of the next steps.

Step 3i Neighbor Information Report

The clusterheadCH is assumed to bthe central node that manages all the groups in its clushers,

CH hasa full knowledgeof the groupsand their organization. For that reason, after the expiration of
the aGroupRequestTimdmer, nodeN; sends théleighbor.reportmessage, which containset list of

its neighbor node@hat have been collected during the previous)stegtsclusterheadCH (usingthe

CH address@cy as a destination addr¢s3he CH must send back an ACK frame to confirm the
reception. Then, rdeN; waits for a notificaton from CH that decidesvhetherN; will be assignetb a

group or not.CH must send the group assignment notification before the expiration of a time period
equal toaGroupNotificationTimerlf the timer expires, nodl; conclude that its group join reque

has failed ananayretry to join a group later.



Step Status At the end of this step\; will be waiting for the group assignment confirmation
message fronCH, which tries to assigN; to a group based on its neighbor information report and the
organiation of the groupin its cluster. The group assignment procedure and notification is presented

in the next step.

Step 4- Group Assignment Procedure
The clusterhead CH maintains the list of existing groups. After receivifigm node N; the
Neighbor.reprt message containing the list of its-directional neighborsCH starts the group
assignment procedure pmtentiallyassignN; to a given groupaccording to its neighborhood list and
available resource$n each cluster, the number of groups must d&yat las low as possible order to
reduce the number of state information that s¢ede managed ke CH.

We impose that the number of groups inside each cluster must not eXdesGroupNumber
which should be equal to siky default(the reader iseferredto [40] for further intuition) The group

assignment algorithm is presented-ig. 6.

Upon reception of th&leighbor.reportmessage, thelusterheadCH checks the neighbor list of the
requesting nodé\;. If thereis a group whose (all) nodes are neighborsiade N;, thenN; will be
associated to that group. The clugtead runs the following algorithm (as in Fig. Byr each neighbor
node N; in the list, theclusterhead CH incrementsCount [group_index(N;)], which denotes the
number of neighbor nodes Nf that belong to the group of the currently selected neighpdtote that
group_index(Nj) denotes the index of the group of node If this numberis equal tothe actual
number of nodes of the latteragip, it results that all nodes in this group are neighbbrsode N,.

Thus,N; can be assigned to this group sinds tisible to all its nodes.

If the list of neighbors is run through withosatisfyingsuch a condition, thelusterheadCH will
createa new group folN; if the number of groups is lower th@MaxGroupNumberotherwise the
Groupjoin.requesimessage oN; will be considered as faile&o it must transmiduring the CARnot
in the GAP) and may retry a negroup join requedater.

At the end of the group assignment proc€dd,sends asroup-join.notify message to nodd; to
notify it about the result of its group join requdéthe requesting node is assigned a group, then it will
be allowed to contend for medium access during the giariod reserved for the grquphich is called
Group Access PeriofGAP). This information on the time period allocated to the group is retrieved in

the subsequent frames sentthg CH.



Group Assignment Algorithm

int aMaxGroupNumbery/ maximurmumber of groups
in a cluster

Type Group;

Group G; /I list of all groups

G[1]..G[aMaxGroupNumbér

|G[i]] = number of elements in group GJi]

Type Neighbor_List;  // {Np.. Ng)= Neightor List of
the requesting Node N

int Count [|G[i]|] = {0, O, .., 0}; // Number of nodes i

NeighborList that belongs to the group GJi]

A OWN P

0 ~NO Ol

= ©

0 int grp_nbr; // the current number of groups manag
by CH

11 // group_index function returns the group index of tt
node NLIi]

12 function int group_indexeighbor_List NL, int i)

13 //the group assignment function.

14 int group_assign Neighbor_List NL, Group G, int
grp_nbr){

15 int res = 0;

16 int index = 0;

17 while ((res = =0) and (index < [NLJ)

18 if (++Counfgroup_index (NL, inde})==

19 |G[group_index (NL,
index++]))

20 res = group_index (NLindex); break;

21

22 if (res ==0){ //that means that no group is found

23 if (grp_nbr = = aMaxGroupNuber)return (res)

24 elsereturn (++grp_nbr);

25 }

26  elsereturn (res);

27 }

Figure 6 : Group assignment algorithm
Importantly,the complexity of the algorithr(ig. 6) for assigning a group to a nodepends on the
number of neighboref this node. In any case, it $snaller tharO(N), whereN is the number of nodes
in the clusterthushas significantijower complexity than th€©(N2) complexity of thealgorithm for
group assignment proposed[#8]. Moreover, inthat proposakach new node that enters the network
is unaware ofheexistinggrougs and will cause a hiddemode collision, after which the groups are re
constructed. In our mechanism, a nasl@ot allowed to transmit during the tarperiod allocated to
groups (only beng able to communicate during the CAIhtil it is assigned to a given group.
Group load-balancing: Note that the algorithmresented in Figh stopswhen afirst groupof non
hidden nodess foundfor the requestingade However, aequestinghode can be in the range of two
different groups, i.e. all nodes in two separate groups are visible to the requesting node. In this case,

one possible criterion ® insert the requesting node into the group withstinallestnumber of nodes



for maintaining loaebalancing betweethe different groupsFor that purpose, the algorithm should go
through all the elements of the neighbor list and determine the list of groups thgtteatindition in
lines 18 and D of the algorihm (Fig. 6). In this case, if more than one group sassthis condition,N;
will be inserted in the group with tlenallesinumberof nodes.
Bandwidth allocation: The timeduration of each group in the GAP can be tuned by the cluster
headto improve he mechanism efficiencyhis can be doneia different strategie®.g: (i) evenly for
all the node groups; (ii) proportionally to the number of nodes in each group; (iii) proportionally to
each groupbds traffic requi rtsnoetacklesinthispapar t o per f ¢
One interesting feature of tiheNAMe mechanisnis thatit is intrinsicallyresilient tonode failurs.
If a groupjoin request fails, theequestinghode will not be assigned to any groupray retry to join a
group later For instancel) the nale cankeepretrying to join a grougor a predetermined number of
attemptsuntil the grougjoin requessucceedand thercompetes for medium access withindssigned
contentionaccesgyroup (CAP). If the groupjoin failure pesists,the requestinghode withdraws from
the groupjoin processand limits its communicationo the CAPonly, and thuswill not affect the
groups already formed.

3.3. Scaling HNAMe to multiple -cluster networks
Solving thehiddennodeproblem inmultiple-clusternetworksinvolves greatecomplexty dueto inter-
cluster interference. The assumption that there is no interferemeother clustersmadebeforeis no
longer valid. Hence, even if nohidden node groups are formed insidall clustes, there isno
guarantee that hiddemode collisions will not occur, since groups in one cluster are unaware of groups
in adjacent clusters.

The most straightforward strateffyr completelyavoiding the intexcluster hiddemode problem is
to reserveanexclusive tine window for eachcluster.However, this strategy is definitely natlequate
for largescaleWSNs where the number of clustargy besignificantly highand most of them nen
overlapping (in terms of radio interference range)

Our approach consists in dafig another level of grouping by creating distinct groups of clusters
whose nodes are allowed to communiahiegngthe same timaindow. Therefore eachclustergroup
will be assigned a timaindow, during which each clustein the clustergroup will manage its own
Group Access Period (GARJccording to thentra-cluster mechanismresented irSection3.2

The cluster grouping concept is illustdten Fig. 3. Clustes A and B have overlapping radio
coverage, whicttanlead to interclusterinterferenceand thus to hiddenode collisionsThus they

will be assigned to different cluster groupatare activen different time windows. The sanapplies



for clusterpairs (C,D), (A, C) and (B,D). Therefore, our cluster groupingechanismforms two
cluste groups: Group 1, which comprises clustgérand D, and Group 2 containing clust&andC.

The challenges to find the optimal cluster grouping strategy that ensures the minimum number of
clustergroups We define a cluster group as a set of clustdrgse nodes are allowed to transmit at the
same timawvithout interference

Cluster groupingand time window scheduling strategigsreproposed and effectively implemented
and validated irf29], for engineeringZigBee clustertree WSNsA more detailed description of the
cluster groupingnechanisntan be foundn [40]. A grouping criterion and a graph coloring algorithm

for an efficient scheduling ohe cluster groupactivity are proposed

4. Instantiating H-NAMe in IEEE 802.15.4ZigBee

This sectionelaborates omow to instantiate thél-NAMe mechanisnin the IEEE 802.15.#igBee
protocok, namely addressirgynchronizedl{ieacorenabledl clustertreeWSNs Thisnetwork models
scalable enables energgfficient and reatime communicationand fits into the HNAMe network

model. Importantly, the HNAMe mechani sm is i mplemented in a
such t hat (ndtimplanteting HHN AKE ) a n {mpfementingg HNAMe) WSN nodes

can coexist and intercommunicate in the same WSN.

4.1 IEEE 8021.5.4ZigBeeoverview
IEEE 802.15.431] andZigBee[32], particularly thesynchronizedatlustertree network modekmerge
as potential solutions for industrial WSNs, since they enable to fulfill QoS requirements such as
energyefficiency (dynamically adjustable duigycle in a percluger basis)and timeliness(best
effort/guaranteed traffic differentiation and deterministic-n@ting) [33].

The IEEE 802.15.4 MAC protocol supports two operational modes that may be selected by the
ZigBee Coordinator (ZC) which identifies and manages the wh@déSN: (i) the non beaceenabled
mode, in which the MAC is simply ruled by nsfotted CSMA/CA(Carrier Sense Multiple Access
with Collision Avoidance)and (ii) the beacorenabled mode, in wbih beacons are periodically sent
by theZC for synchroniation and network management purposes

In the beacorenabled mode, the ZC defines a superframe struchige 1), which is constructed
based on the Beacon IntervBI), which defines the time beegn two consecutive beacon framesd
on the Superframe DuratiorSD), which defines the active portion in tiB#, and is divided into 16
equallysized time slots, during which frame transmissions are allowed. Optionally, an inactive period

is defined ifBl > SD. During the inactive period (if it exists), all nodes may enter in a sleep mode (to



save energyBl andSD are determined by two parameters, the Beacon OBd@rgnd the Superframe

Order 80, respectively, as follows:

N

Bl =aBaseSuperframeDuratioy° {l
tfor 0¢ SO ¢BO &4 @

SD= aBaseSuperframeDuratioﬁ?o f,

where aBaseSuperframeDuration 15.36 ms (assuming 250 kbps in the 2.4 GHz frequency band)
denotes the minimurmsuperframeluration , corresponding ®0= 0.

During theSD, nodes compete for medium access using slotted CSMA/CA in titei@imn Access
Period (CAP). For timaensitive applications, IEEE 802.15.4 enables the definition of a Contention
Free Period (CFP) within tHeD, by the allocation of Guaranteed Time Slots (GTS).
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Figure 7: IEEE 802.15.4 Superframe structure

As can be observed ifig. 7, low duty-cyclesare achievethy setting small values of the superframe
order SO as compared tthe beacon order50), leading tolongersleeping (inactiveperiods.

ZigBee defines network and applicationdayerviceon top of the IEEE 802.15.4 protocadh the
clustertree model all nodes are organized mparentchild relationshipnetwork synchronization is
achieved through a distributed beacon transmission mechanism aederaninistic tree routing
mechanism is used

A ZigBee network is composed of three device typ@¥:the ZigBee Coordinator (ZC), which
identifies the network and provides synchronization services through the transmission of beacon frames
containing the identification of the PAN awther relevant informatign(ii) the ZigBee Router (ZR),
which ha the same functionalities as tE€ with the exception that it does not create its own RAN
ZR must be associatedtfee ZC or to another ZRyroviding local synchronization tds cluste (child)
nodesvia beacon frame transmissignand (iii) the ZigBee End-Device (ZED), which neither has

coordinatiomor routingfunctionalitiesandis associated to théC or to a ZR



4.2. Integrating H-NAMe in IEEE 802.15.4

Basically, the idea is thabehnodegroup(resulting from the HNAMe mechanismwill be allocated a
time window in each superframe duratiohhe idea is to use part of the CAP for the Group Access
Period (GAP), as illustrated in Fig. Note that a minimum duration of 440 symbatust be
guaranteed for the CAP in each superfréfje
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Figure 8: CAP, GAP and CFP in the Superframe

In our intracluster grouping strategy, a node that hasn assigned a group will tratle keacon
framefor information related to the tim&indow allocated to its groypnd will contendor medium
access during that period withe othemodes of the same group. We proposeGid> Specification

field illustratedin Fig. 9 to be embedded in theeacon framésuch a specification is missing jB8]).

bits 0-2 36 7-8 9-12 13-14 15
Group ID Group Start Backoff Group End Backoff Reserved
P Start Slot Period Offset End Slot Period Offset

Length 3 4 2 4 2 5 = 16 bits

Figure 9: GAP specification field of a beacon frame

The GAP is specified by th@roup IDfield thatidentifies thenodegroup(up to 8 groupgper cluster
can be defined The timewindow in the superframe is specifie¢ B given number of Backoff Periods
(BP). A practical problem is that the number of a backoff period in a superframe may be quite large for
high superframe orders (up to 16 time slots¢*EP/time slot), which requires a huge amount of bits in
the field b express the starting BP and the final BP for each giithgiobjective is to maintain as low
overhead as possible for the specification of a given group. For that purpose, a group is characterized
by its start time sloandend time slo{between 0 andS) and thecorrespondindpackoff period offsets

Thestart and endffsess for the time duration of a group is computed as follows:

Relative Offset (Start/End) Backoff Period Offset »5

The choice of aBackoff Period Offsesubfield encoded in two bits is argued by the fact tiat t
minimum number of backoff perigdn a time slot is equal to or SO= 0). For SO> 0, each time slot

is divided in three parts to which the start/end instant of a dd&R mustbe synchronized.



This GAP implementation approaabnly requires twdytes of overhead per group. The maximum
number of groups depesan the SO values, since lower superframe orders cannot suppodh
overhead in the beacon frame dashort superframe durationslso, it allows a flexible and dynamic
allocation of thegroys, since all nodesontinuouslyupdate their information about thejroup start

and end timgwhen receiving a beacdrame at the beginning of each superframe.
5. Experimental Evaluation

5.1. Implementation approach

We have implementedh¢ HNAMe mechaism in nesC/TinyOS34] over our opersource
implementation of the IEEE 802.15.ZigBee protocol stack (openzZB) [35] to evaluate its
performanceandto demonstratés feasibility throughreal experimentation.

For that purposewe have carried owt thoroughexperimentabnalysisto understand the impact of
the H-NAMe mechanismon network performance, namely in termsratwork throughpu(S) and
probability of successful transmissio(fs), for different offered loadqG), in one cluster with a star
based topology.These metrics have also been used to evaluate the performancethaef Slotted
CSMA/CA MAC protocol in [36]. The network throughputy represents the fraction of traffic
correctly received normalized to the overall capacity of the network (250 kbps). The success
probability P9 reflects the degree of reliability achieved by the networksuccessful transmissions.
This metricrepresentshe throughput divided byG, which refers tahe amount of traffisent from
the Application Layerto the MAC sublayer,alsonormalized to the overall network capacity.

To guarantee aeliable measuementprocesswe haveensuredthat thelEEE 802.15.4physical
channel was free from interferenath IEEE 802.11 networkeperding at the same frequency range
by selectingChannel 26or the |[EEE 802.15.setworkand by using a spectrum analyser foeaking
channelintegrity.

In addition,to haveani u n b i idea endhe impact of the hiddeode phenomenandependently
from other parametersve have configurethe SuperframeOrderto asufficiently high value (SO= 8)
to avoidthe collisions relatd to theCCA deferencdor low SQ in the slotted CSMACA mechanism
(refer to [36]). Note thatCCA deferenceoccurs when the remainingme of a Superframeis not
sufficient to completely send a framéhich imposes thelefeence of the transmissiaio the next
Superframe For low SO and due to the lowelSuperframeduration, it ismore probable that this
deferenceoccus (in more node$, resulting in multiple collisions at the beginning of the next

Superframe



5.2. Testbed scenario

The experimentalestbedconsised of 18 MICAz moteq37] (featuring anAtmel ATmegal28L 8bit
microcontroller with 128B of in-system programmable memdrscattered in three groups hidden
from each othera ZC and aChipcon CC2420protocol analyzer[38], capturingthe traffic for
processing and analygisig. 10).

Figure 10: Experimental testbed

The 18 nodesave beerprogrammed to generate traffic at thpplicationLayerwith preset inter
arrival times. The threrodegroups were placed dihe ground level near walls in order émsure that
groupswere hidden from each othdfig.10). For that purpose, we carried the following simfdet
We have programmedMICAz mote to continuously perforrtiear channel assessmeiaggling a led
when energy was detected the channel. By placing this mote at different spots while a group of
nodeswas transmitting,it was possibldo identify an area to place a newdeso thatit would be
hidden from thenodes in th@thergroups This procelurewas repeatedntil we got three groups of six

nodes each.

5.3. Experimental results
Fig. 11 presents th&AP createdoy the HNAMe mechanismfor the tesbed scenario just described
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Figure 11: Groups allocation in the superframe

The HNAMe algorithmhasassignedour time slotsto each group which representa theoretical
duration of 983.04 ms per grodpr a superframeorder SO = 8, and assuming@qual groupaccess
duration foranequal number of nodes per group

5.3.1The group-join procedure

Fig. 12 illustratesa snapshot from th&hipcon CC242Qrotocol analyzershowingthe groupjoin

procedureln this example, a node with short address Ox0@@& Figl0) requestdo join a group.
Notice thatthe beacon @yloadincludesthe GAP specification of thgroupsalready formedlébeled
(1) in Fig. 12.

Therequestinghode initiated the process by sendinGraup-join.requestmessage to theC (label
(2)) and receiving an acknowledgemeTtien, all the other noden its transmission range replied with
aNeighbor.notifymessageldbel @3)). When the requesting node receivesséhmessages, it knows that
it shares a bdirectional link with its neighbors. As soon as the ftirfa@ receivingNeighbor.notify
message®xpires, the requesting node stna Neighbor.reportmessage to th&C identifying its
neighbors label @)). TheZC runs the HNAMe intra-cluster groupinglgorithm to assign a group to
that node and ses a Group-join.confirm message, notifying the noaé which group to join label
(5)). The noddassigned td&roup 1) can transmitluring theGAP partreserved for Group 1 (Fig. 11)

5.3.2. HNAMe performance evaluation
The performance evaluation of theNlAMe mechanismwas carried out usind3O = SO = 8 (100%
duty cycle), with a constant frame size of dis. We repeated the experimemiveraltimes(one for
each packet intearrival time) to evaluate the network performaratalifferent offered load§G).
Figure 13 presents the throughpy® and the success probability(Ps) obtained from three
experimental scenaiso(1) a network with hiddemodesthat doesot use the HNAMe mechanism
(trianglemarker curve);(2) a network with hiddemodes usingthe HNAMe mechanism (circle
markers curve)and(3) a network without hiddemodes (square markers curvehich means that all
nodes are in a single broadcast domaie. all nodes hear each othehe average valuesf the



throughput and probability of success were computed with a 95% confidence ifdeavaample size
of 3000 packets at each offered load. Thefidence intervais displayed at each sample point by a
verticalblackbar.
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Figure 12: Packet analyzer capture of a group join

From these resultsve can observe # even at low offered load$l-NAMe leads to asignificant
performancamprovement For instancefor an offered loadG) of 30%, the success probability§)
using HNAMe is roughly 5®6 greaterthan without using H-NAMe. For higher loads, FNAMe
doubles the throughput of the conventional network with hiddedes. At 90% of offered log), the
throughput of the networlssingH-NAMe reachs 67% ands still increasing however,without using
H-NAMe a saturation throughput of 32% achievedwhich represens an improvemenof morethan
100%.



